Fingal Public Participation Network

IT Device Policy
[image: image1.png]Fingal
Public
Participation
Network




Approved 27th October 2020
Fingal PPN Secretariat
Fingal Public Participation Network
IT Device Policy

Table of Contents

 1.  Introduction

 2.  Determining need

 3.  Approving the acquisition of Fingal Public Participation Network IT Equipment
 4.  Provision of a Fingal Public Participation Network device and associated equipment

 5.  Management and Use of a Fingal Public Participation Network device
 6.  Replacement of a Fingal Public Participation Network device
 7. Termination of a Fingal Public Participation Network device and associated equipment
Fingal Public Participation Network
 IT Device Policy

1. Introduction

The effective and efficient use of telecommunications is essential in order to provide quality representation to the members of Fingal Public Participation Network (FPPN).
This document is designed as a guide to members on the acquisition, control and use of Fingal Public Participation Network devices and associated equipment/services.
2. Determining need
Devices will only be provided where a valid Fingal Public Participation Network need exists.

· The individual is a FPPN Secretariat Facilitator/Member, Linkage Group Facilitator or Rep for whom communication is an essential requirement for operational effectiveness of Fingal PPN.
· The individual (or group) is required to perform duties where voice/visual communication is essential to effectiveness.

· The individual is required to frequently communicate with other FPPN members and groups and the inability or a delay in contacting other FPPN member groups would have significant operational impact.

The need should be reviewed on an ongoing basis by the Fingal PPN Secretariat and the Fingal Resource Worker following changes to responsibilities / duties in respect of the appropriate roles as deemed necessary following appointment by the FPPN Secretariat or FPPN Linkage Groups. 
3. Approving the acquisition of a Fingal Public Participation Network Device
The individual will complete a Device Application form (Appendix 1) and submit it to the FPPN Resource Worker to correspond with Fingal PPN Secretariat for approval.
FPPN Secretariat/ Resource Worker should discuss the requirement for a device and outline the device policy with individual FPPN members. 

FPPN Secretariat should satisfy themselves that a need for the device exists (see 2. above) and then must recommend suitable device applications to FPPN Resource Worker for sign off.
The completed Device Application Form should be sent to FPPN Resource Worker by email to ppn@fingal.ie who will arrange for a device to be made available.
All necessary training will be provided to the device user as and when appropriate.
4. Provision of a Fingal Public Participation Network device and associated equipment
Upon receipt of a Device Application form, the FPPN Resource Worker will arrange a suitable device and associated equipment for the PPN member.
The device user will be required to sign off that they have understood and will adhere to the FPPN device policy prior to being provided with a device and associated equipment on the appropriate device application form.
The device and associated equipment remains the property of Fingal Public Participation Network at all times. PPN members have a duty to ensure the integrity of the equipment during the loan period. 
A database record of the equipment and associated equipment will be retained by Fingal Public Participation Network which documents the loan dates and sanitisation records.
5. Management and Use of a Fingal Public Participation Device
Fingal PPN will provide the device and associated equipment that arise from valid FPPN use.

The individual accessing the device will be responsible for the costs associated with connecting this device to an appropriate internet provider and the continued monthly charges. Any charges incurred for accessing applications outside the remit of the work of Fingal PPN will also be the responsibility of the individual.
Any such costs incurred under the remit of the work of Fingal PPN should be certified and signed by the device user with an explanation provided for additional charges incurred in relation to FPPN business.

This should be returned by the device user to the FPPN Resource Worker who will retain the documentation for audit purposes. 
Fingal PPN should be notified as soon as possible by device users in the event of theft, loss or malfunction of the device or related equipment. 
Device Users should note that the following are conditions of use:

· Improper use of device services is strictly forbidden.

· Password / PIN protection to be maintained on devices at all times.
· Legislation and FPPN policy on device usage be complied with.
All users are responsible for adhering to the appropriate health and safety concerns of using such devices during the loan period.
6. Replacement of a Fingal Public Participation Network Device
The replacement of a device or associated equipment (due to damage, wear or loss) must be approved by Fingal PPN Secretariat by sending further details by email to ppn@fingal.ie. 
If the device is within warranty, the device will be sent for repair by Fingal PPN. A temporary replacement device may be provided if available to the device user during this period. 
If the device requires replacement due to damage/loss or malfunction outside the warranty period, this will be the responsibility of FPPN. This will be notified to the Secretariat in advance.
The device user is required to sign the device application form that they have understood and will adhere to the FPPN device policy prior to being provided with a replacement device and associated equipment. 

All devices remain the property of FPPN and must be returned when seeking a replacement. There is no upgrade of device available at this time.
7. Termination of a Fingal Public Participation Network Device and Associated Equipment

The recovery of device and associated equipment from parties terminating their involvement with FPPN or in cases where a need no longer exists is mandatory.
Fingal PPN should be notified as soon as possible of the termination and will make the necessary arrangements to return the device and associated equipment.
The Resource Worker is responsible for ensuring that all equipment provided by FPPN is recovered at time of termination of involvement or in cases where a need no longer exists. Once the device and associated equipment is returned, it is to be thoroughly sanitised before it is to be reallocated to another user. Device users will sign out equipment and sign it back in upon return. 
Fingal PPN may amend, suspend or terminate the device loan agreement in respect of breaches of the FPPN device policy by device users. 

Appendix 1: Device Application Form
Application for provision of a Fingal Public Participation Network Device
	FPPN Member Name 


	Role
	Contact Number
	Device Allocated/ Model/ Serial Number


	
	
	
	


Description of Current Duties which necessitate requirement for a device: 

________________________________________________________________________

________________________________________________________________________

Additional information to support application / assist in the provision of a device:

________________________________________________________________________
________________________________________________________________________
I hereby confirm I have read the FPPN Device Policy and undertake to abide by it. I understand that the provision of a device relates to the duties as described above and costs incurred by FPPN in respect of personal use will be borne by me.

Signature of PPN Member: ___________________________ 
Date: _________________  
Signature of Secretariat Facilitator: ____________________
Date: _________________  
Upon Allocation/Return: 
Signature of Resource Worker: ________________________
Date: _________________

Signature of PPN Member: ____________________________
Date:__________________

Appendix 2 
Web Browsing Policy

Things to know
· Device access is provided for FPPN use.
· Fingal Public Participation Network provides device access to FPPN members where such use is required for FPPN purposes.  

· FPPN may require access to web browsing records to ensure compliance with the policy.
· You must always use your discretion along with the guidance below when visiting web sites. 

· Offensive or inappropriate material uploaded on Fingal PPN devices will be removed by FPPN Secretariat/ Resource Worker
 Things to do
· Inform FPPN if you believe you have a virus or spyware infection on your device  
Things not to do
· Do not view, download, upload or distribute anything objectionable or that others may find offensive.
· Do not download anything that is likely to be covered by copyright. This includes, but is not limited to: Music, pictures, software, videos
· Do not visit the “high-risk” site categories shown below. Although their content appears to be free, it is often funded by installing spyware on your computer.
· Free screensavers and smileys

· Free music downloads or ringtones

· Free software and serial numbers (also known as warez and cracks)

The ultimate responsibility for compliance lies with the user.

CHECKLIST FOR FINGAL PUBLIC PARTICIPATION NETWORK SECRETARIAT/ RESOURCE WORKER FOR DEVICE REQUESTS

· Have you determined a FPPN need exists?

· Have you explained to the PPN member the FPPN Device Policy and that the provision of a device is in respect of current duties only?

· Have you explained that usage charges for connecting to a suitable internet connection or charges for personal use are the responsibility of the device user?
· Have you explained that the device and associated equipment remain the property of Fingal Public Participation Network?

· Have you explained when devices are being replaced that the old device MUST be returned to Fingal PPN?
· Have you approved the Device Application Form?
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